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Abstract
CPU emulators are widely used to execute programs across
different ISAs, but their implementation complexity makes
them prone tomistranslation errors, where guest instructions
are incorrectly translated to the host. These errors subtly
corrupt program state or control flow, yet often surface only
much later in execution, making them difficult to detect and
localize with existing validation methods.
We propose Focaccia, our novel semantic validation sys-

tem that automatically detects, localizes and reproduces mis-
translation errors in unmodified CPU emulators. Focaccia
bridges formal methods with systems by defining a formal
model of emulation correctness based on state transition sys-
tems and building a translation validator around that model.
To validate an emulator, Focaccia compares emulated behav-
ior against native semantics captured through speculative
concolic tracing, while cross-ISA record-replay handles OS-
level non-determinism.

WeevaluateFocacciaonQEMUandBox64acrossmultiple
ISAs, detecting and localizing 17 knownmistranslation errors
across six different bug categories, all of which escape exist-
ing emulator test suites. Focaccia further identified eight
previously unknownmistranslations, all subsequently con-
firmed and fixed. Focaccia scales to full applications, includ-
ingSQLite,Curl and theLua interpreter, tracingandvalidating
a 99,000-instruction SQLite execution in approximately 5min-
utes. Generated reproducers reduce program size by up to
99%, isolating errors to single basic blocks.

CCS Concepts: • Software and its engineering→ Soft-
ware testing and debugging;Dynamic analysis; Virtual
machines; • Theory of computation→ Operational seman-

tics.

Thiswork is licensedunderaCreativeCommonsAttribution4.0 International
License.
ASPLOS ’27, Heraklion, Greece

© 2027 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-3012-2/2027/04
https://doi.org/10.1145/3845814.3850076

Keywords: CPU emulation; Translation validation; Symbolic
execution; Deterministic replay; Bug reproduction
ACMReference Format:
Theofilos Augoustis, Sebastian Reimers, Christian Krinitsin, Redha
Gouicem, Dennis Sprokholt, and Pramod Bhatotia. 2027. Focaccia:
Semantic Validation for CPU Emulators. In Proceedings of the 32nd
ACM International Conference on Architectural Support for Program-

ming Languages andOperating Systems, Volume 1 (ASPLOS ’27), April

11–15, 2027, Heraklion, Greece.ACM, New York, NY, USA, 17 pages.
https://doi.org/10.1145/3845814.3850076

1 Introduction
Moderncomputer systemsare increasinglyheterogeneous, in-
corporating new Instruction Set Architectures (ISAs) such as
Arm and RISC-V [20, 35]. These platforms promise improved
performance, energy efficiency, and open hardware ecosys-
tems, but they also raise expectations for seamless support
of the vast existing software base [16].
Emulation is the primary solution that enables programs

to run without source code changes or recompilation across
architectures [15, 17, 21, 34, 65, 69]. Beyond compatibility, em-
ulators are essential for dynamic analysis, instrumentation,
and developer tooling [23, 36, 55].
Despite their importance, CPU emulators are difficult to

implement correctly for three primary reasons: (i) state-of-
the-art translators, such as QEMU [21], can emulate dozens
of ISAs across a wide range of host architectures, where each
host–guest pair introduces its own porting challenges; (ii) the
ISAs themselves are often ambiguously specified [19, 63],
leaving emulation correctness on shaky ground; and, finally,
(iii) the compiler optimizations used by emulators are difficult
to implement correctly [46, 49]. These difficulties cause de-
velopers to easily overlook edge cases, resulting in emulator
implementation bugs.

Among various causes of emulator bugs, we focus onmis-

translation errors, where an instruction from the guest archi-
tecture translates to host instructions that behave differently
(e.g. translating an x86 ADD to an Arm MUL). Mistranslation
errors are particularly critical because they silently corrupt
program state and control flow, often surfacing only much
later in emulated execution [3, 8, 39, 50, 51], ultimately inval-
idating all assumptions about a program’s behavior.
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To substantiate the significance of mistranslation errors
in CPU emulation, we study all user-mode bugs reported in
the last decade for QEMU [21] and Box64 [27]. We find that
mistranslations account for 10% of user-mode bugs in Box64
and over 22% in QEMU, despite QEMU being significantly
more mature and extensively tested (§ 2.2). We identify six
distinct root-cause categories that dominate mistranslations.
Unfortunately, existing testing approaches [11, 28] are in-

sufficient to detect mistranslation errors. Developer-written
tests only check observable behavior, such as program output,
and miss mistranslations that corrupt unexamined program
state. Fuzzers [6, 50, 51] automatically generate test programs,
expanding coverage beyond a static test suite, yet they too can
only detect mistranslations that manifest directly in program
behavior. Beyond detection, no existing approach localizes
mistranslations to the specific instructions that caused them.
Existing approaches consider translation correctness ad-

hoc, without a formal characterization of emulation correct-
ness, and thus can neither reliably detect nor localize mis-
translations. Moreover, even with such a characterization,
validating it in practice requires solving major systems-level
challenges, such as efficiently tracing program semantics at
scale and ensuring deterministic cross-architecture execution
despite OS-level non-determinism. To this end, we aim to
answer the following research question:

Research question. How can we design an automated,
formally grounded system to detect, localize and reproduce
mistranslation errors in state-of-the-art emulators?
Addressing this question requires a general, comprehensive,

and automatic validation system that: (i)works for any source
and target ISA combination, (ii) across all stages of an opti-
mizing emulator, and that (iii) generates reproducible test
cases for detected mistranslations, to guide developers when
fixing bugs in emulators.
To address this research challenge, we propose to vali-

date emulator translation correctness using program execution

modelled as a state transition system [54]. By treating both
native and emulated execution as transition systems, we can
formally relate their states [60]. When native and emulated
states are related prior to executing a program fragment but
not after, then that fragment must have been mistranslated.
This formal foundation directly drives our systems design,
determining what native semantics must be captured, what
emulator state must be compared and what information is
needed to reproduce a detected error.

We realize our core approach in Focaccia, a grey-box trans-
lation validation system built upon our formal model, requir-
ing only knowledge of emulated program states. Focaccia
consists of four main components: a native tracer, which uses
speculative concolic execution [43, 68] to efficiently capture
the program’s semantics on the guest architecture; an emu-
lator tracer, which collects emulated guest states inside the

Guest
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minimizes

Reproducer

Test
Program
Inputs

Tracing
Emulated execution

TracesTracesTraces

generates

generates

Tracing
Native execution

Figure 1.Overview of Focaccia’s components: Tracing of
native and emulated executions, validation, and reproduction

emulator, using cross-ISA record-replay to ensure determinis-
tic execution; a translation validator, which compares the na-
tive and emulated program trace; and a reproducer generator,
which generates a small program to reproduce the error. Fig. 1
shows the position of each component in the architecture.
Realizing automatic fine-grained emulator validation in

Focaccia required solving five key technical challenges, each
of which we address with a key idea:
(1) Platform-independent validation: Comparing emu-

lated and native states is difficult because registers and
memory are represented differently across platforms. Our
key idea is to represent states symbolically [43]with logical
formulae, making them independent of platform specifics.

(2) Mismatching intermediate states: Emulators might
optimize or transform program execution, resulting in
different intermediate states without causing a mistrans-
lation error. We select cutpoints [32] adaptively, enabling
targeted validation resilient to intermediate divergences.

(3) Effectful programs: Programs execute system calls, re-
ceive signals, and perform I/O, introducing non-determin-
ism that causes their states to differ between executions.
Our key idea is to formally model these effects as actions

and enforce identical effects across executions through
cross-ISA record-replay.

(4) Tracing large programs: Tracing every step of a large
native program is time-consuming and reduces scalability.
Our key idea is speculative concolic tracing, which decou-
ples symbolic and concrete execution, allowing symbolic
execution to runaheadalongstaticallydeterminedcontrol
flowwhile concrete execution advances only at branches
and side effects.

(5) Error reproduction:Generating a small program to re-
produce a mistranslation error requires preserving the
mistranslated instructionsalongwith thecontext inwhich
the error appeared. Our key idea is to leverage the traced
states, which contain sufficient information to recreate
the error context and trigger the mistranslation.

We built Focaccia from the ground up to validate two state-
of-the-art emulators, QEMU and Box64, on Linux across both
x86-64 and Arm guest/host architectures. Focaccia validates
emulator executions for small programs and large software
applications with non-deterministic interactions.



ASPLOS ’27, April 11–15, 2027, Heraklion, Greece

We evaluate Focaccia on QEMU and Box64 across mul-
tiple ISAs, detecting and localizing all 17 known mistrans-
lation errors across six bug categories, all of which escaped
existing emulator test suites [11, 28]. Applying Focaccia to
the open-source Arancini translator [64] further discovered
eight previously unknownmistranslations, all confirmed and
fixed upstream. For each error, Focaccia pinpoints the exact
mistranslated instruction and the specific state values that
differ, such as an incorrectly set carry flag. Focaccia validates
small mistranslated programs in 8 seconds on average and
scales to full applications including SQLite, Curl, and the Lua
interpreter with non-deterministic I/O, tracing and validat-
ing a 99,000-instruction SQLite execution in approximately 5
minutes end-to-end. Generated reproducers reduce program
size by up to 99%, isolating errors to single basic blocks.

Contributions.Wemake the following contributions:
(1) Emulator bug study – We present a study of emula-

tor bugs and extensively analyze mistranslation bugs to
identify distinct categories based on their root causes.

(2) Formalmodel –We formally define the state transition
system that captures the semantics of native and emu-
lated execution, which lays the formal foundation for our
tracing and validation implementations.

(3) The Focaccia system – Our Focaccia system realizes
our five key ideas to automatically, comprehensively, and
deterministically detect mistranslation errors in state-of-
the-art emulators across various architectures. Focaccia
works reliably even for optimizing emulators and when
emulating effectful programs.

(4) Extensive evaluation – We integrate Focaccia with
QEMU and Box64, detecting, localizing and reproduc-
ing all tested mistranslation errors across six bug cat-
egories and three major software applications, and we
discover eight previously unknownmistranslations in the
Arancini hybrid binary translator [64].

2 Background andMotivation
2.1 CPU Emulators
CPU emulators virtualize an execution environment to run
programs compiled for one architecture on another [51, 69].
This environment must faithfully run arbitrary programs on
the host platform [69]. Dynamic Binary Translation (DBT)
maps instructions from the guest ISA to the host ISA, which
the hostmachine natively executes.
Complexity.Mapping between ISAs is intrinsically complex,
since the semantics of individual ISAs are rarely well defined.
Additionally, those mappings must be constructed from 𝑁

input ISAs to𝑀 output ISAs. To accommodate this, emulators
internally use a higher abstraction–an IntermediateRepresen-
tation (IR). A typical emulator will first lift guest instructions
to an IR, and then generate host instructions from it.

Box64
84% 10% 6%

Runtime Mistranslations System calls

QEMU
63% 22% 15%

QEMU
mistranslation
breakdown

19% 32% 12% 9% 27% 1%
Computation
Crash

Flags
Memory

Vectors
Optimizations

Figure 2.Analysis of user-mode errors in QEMU and Box64.

Optimizations.Modern emulators, such as QEMU, imple-
ment ad-hoc optimizations on their IR without specifying
which semantics are preserved or at what granularity.
2.2 Analysis of Errors in CPU Emulators
We analyze QEMU [21] and Box64 [27] to answer two ques-
tions: (i)what types of errors exist in user-mode CPU emula-
tors? (ii) are mistranslation errors a significant cause of bugs?
Methodology.Weanalyzebugreports fromtheBox64GitHub
tracker [7], theQEMUGitLab tracker [8], andmailing list [61]
from April 2015 to May 2025, filtering for user-mode em-
ulation and classifying into three error types. We use the
gemma3:27b Large Language Model (LLM) [33] for filtering
and categorization, but manually verify the results.
Dataset.During the analyzed period, QEMU and Box64 re-
ceived5,812and1,265bugreports, respectively. ForQEMU,we
exclude system-mode bugs (the majority of reports); for both,
we exclude non-execution reports (documentation, perfor-
mance, build issues). The remaining user-mode bugs amount
to 551 forQEMUand1,093 forBox64.Neither consistently cat-
egorizes bug reports by root cause, requiring further analysis.
Error types.We divide the found user-mode bugs into three
error types: (i) mistranslation errors, where guest instruc-
tions incorrectly translate to host instructions; (ii) system
call support errors, from incorrect system call emulation or
passthrough; and (iii) runtime errors, grouping all remaining
execution failures that occur despite a correct translation.
Results.Fig. 2 shows thedistributionofuser-modebug report
types in QEMU and Box64. Mistranslation errors constitute
a significant part of the reports, accounting for 22% of all
user-mode reports in QEMU. For Box64, they account for at
least 10% of all bugs, though most bug reports lack conclu-
sive root-cause analysis. While mistranslations constitute a
smaller fractionof all bug reports forQEMU,other reports pre-
dominantly concern system-mode device emulation, where
the sheer number of emulated devices naturally generates
high volume. In contrast, mistranslation errors affect the core
instruction translation shared by all emulated programs,mak-
ing them disproportionately impactful.
2.3 AMistranslation Error Example
To illustrate the challenges in localizing and fixing mistrans-
lation errors, we examine bug #1370.GL [74] from QEMU,
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x86-64
MOV RAX,10
BLSI RSI,RAX
ADC RDX,RDX
CMP RDX,RCX
JAE <label>
...

1
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Aarch64

Reproducera cb
5

...
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Figure 3. Example of QEMU’s mistranslation of BLSI from x86-64 (guest) to Aarch64 (host), causing #1370.GL [74]

shown in Fig. 3. The mistranslation concerns the x86 BLSI
instruction that extracts the lowest set bit. Crucially, it sets
the x86 carry flag if-and-only-if the input is non-zero. QEMU
incorrectly generates Arm code that inverts this flag.
Existing test suites failed to catch this subtle error, as the

flag corruption only becomes observable when a subsequent
branch depends on it, such as JAE in our example.
Furthermore, the initial fix proved insufficient, leading to

another bug report for the same instruction (#2175.GL [40]).
We will use this example throughout the paper to illustrate
how Focaccia effectively addresses several challenges (§ 3.3).
2.4 State-of-the-Art

Testing. Existing approaches [11, 28] rely on user-written
tests, limiting their ability to detect mistranslation errors for
three reasons: (i) user-written tests exercise a fixed instruc-
tion subset, and errors outside it go undetected; (ii) detected
mistranslation errors cannot be localized to the specific in-
structions that caused them; (iii) the expected behavior must
be captured manually, which is difficult for subtle architec-
tural behavior (e.g. flag values).

Differential testing [38] solves issue (iii), by executing the
same program on multiple emulators and comparing their
outputs, identifying inconsistencies.
Fuzzing.Complementing prior testingmethods, fuzzing [51]
generates diverse random programs and inputs to trigger
various execution paths, addressing issues (i) and, when com-
bined with differential testing, (iii). However, issue (ii) still
remains. Fuzzing with crash or output oracles misses silent
state corruption, and fuzzers that compare CPU state [51]
observe it onlywithin their own synthetic test case. Focaccia
is complementary to fuzzers, validating real executions at the
instruction level and catching silent state corruptions, such
as an incorrectly set flag, that may never cause an observable
failure in the fuzzedprogrambut silently affect everyprogram
that executes the mistranslated instruction.
Symbolicexecution.Symbolicexecutionhasshownpromise
when applied to emulators for finding bugs [39, 50], compar-
ing individual instruction implementations against a refer-

ence [63]. However, these approaches test instructions in iso-
lation, not within larger applications where mistranslations
can be catastrophic, nor can they handle effectful programs.
No current approach can detect bugs caused by emulator

optimizations that only activate for specific instruction se-
quences (§ 7.2).
2.5 Problem Statement
CPU emulators are prone to mistranslation errors, and exist-
ing testing techniques often neither automatically detect nor
reliably localize them. Moreover, they treat correctness ad
hoc,without a formal semantic foundation.We thereforeneed
an automated system, built on a formal model defining cor-

rectness, to detect and localizemistranslations in unmodified

state-of-the-art emulators.
The resulting system should also satisfy three primary

design criteria: It (i) works for any source and target ISA
combination, (ii) across all stages of a complex optimizing em-
ulator, and (iii) generates reproducible test cases for detected
mistranslations, to guide developers in their bug fixingwork.

3 Overview
We propose Focaccia, a validation system that comprehen-
sively detects, localizes, and reproduces mistranslation er-
rors in CPU emulators. In this section, we give a high-level
overviewof Focaccia’s design and core approach, alongwith
the key challenges we address to realize our design goals.
We design Focaccia to fulfill the five following design

goals, which we believe are essential for a practical and effec-
tive validator for emulation correctness:Generality to support
different pairs of guest/host ISAs and emulators; Comprehen-

siveness to detect behavioral mismatches even when deeply
hidden in program executions;Automation to enable valida-
tion and diagnostics with minimal user guidance; Scalability
to support large-scale programs; and Reproducibility to allow
deterministic triggering of detected mistranslation bugs.
3.1 SystemArchitecture
We build Focaccia around four components: a native tracer,
an emulator tracer, a translation validator, and a reproducer
generator. Figure 1 shows their position in the architecture.
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Detection, localization, and reproduction all derive from one
mechanism, the symbolic trace, which every component ei-
ther produces or consumes.
Native tracer. The native tracer runs the guest program on
its native platform and records execution traces capturing
the correct program behavior. We use concolic execution [68],
which combines symbolic and concrete execution, to record
a platform-independent trace efficiently.
Emulator tracer. The emulator tracer runs the same guest
program on the host architecture, inside the emulator under
test. During emulation, it traces the emulated guest states,
while controlling non-deterministic behaviour by replaying
natively recorded side effects.
We detail the inner workings of both tracers in § 5.1 and

§ 5.2, respectively.
Translation validator. The translation validator compares
the emulation to native execution, using our differential test-
ing algorithm based on state transformations, presented in
§ 4.2. Upon detecting a mistranslation, the validator extracts
diagnostics from the traces (e.g. the violating instructions) to
help generate a reproducer.We detail the translation validator
in § 5.3.
Reproducer generator. The reproducer generator uses ex-
tracted diagnostics to generate a small program that deter-
ministically reproduces the detected mistranslation. The gen-
erated program replicates the last correct program state and
then executes only the mistranslated instructions. We detail
the reproducer generator in § 5.4.
3.2 Design Principle
We now present Focaccia’s core approach to validate emu-
lator translation correctness, and how all four system com-
ponents interact to realize this approach in an automated
workflow.
Programs as state transition systems.We view program
execution as a sequence of states, each containing registers
and memory, where each transition corresponds to
executing one or multiple instructions.
By considering both native and emulated programs as transi-
tion systems, we can formally relate their executions. When
their states are related before executing instructions, they
should be similarly related afterwards. However, if the emu-
lator mistranslates those instructions, their observed states
will mismatch.

States need only be related—by some embedding [60]—
instead of matching byte-for-byte, because the emulator may
organize memory differently, or apply optimizations. Instead,
we only require state transformations have the same structure
between native and emulated execution.
We determine mistranslation through differential testing

[53], treating the program’s native execution as an oracle
against its emulated execution.

3.3 SystemWorkflow using the Example from § 2.3
We show how Focaccia finds the root cause of the example
mistranslationerror inQEMU,#1370.GL[74].Wehavealready
described this bug in § 2.3, but now discuss how Focaccia
detects and reproduces it.
Detecting themistranslationwith Focaccia.As depicted
in Fig. 3, Focaccia first runs the program 1⃝ through the na-
tive tracer 2⃝ and the emulator tracer 3⃝, collecting the native
execution trace 4⃝ and emulated guest states 5⃝. The transla-
tion validator 6⃝ then applies the native execution trace to the
emulated states and checks for equivalence. When applying
the BLSI transformation, the validator finds that the carry
flag in the recorded emulated state differs from the calculated
state, pinpointing the mistranslation to this transition.
Generating a reproducer. Using the translation validator’s
output, the reproducer generator creates a small program that
deterministically reproduces the mistranslation. As shown in
7⃝, the generated program sets up the state right before the
mistranslation a⃝ and executes only the mistranslated BLSI
instruction, together with Focaccia’s diagnostics pointing
to the carry flag forming a complete bug report.
3.4 Technical Challenges and Key Ideas
Realizing our design goals is non-trivial given the complexity
ofmodernemulatorsand thecomprehensivenatureofourpro-
posed validation system. We identify five core challenges; for
eachwepresent akey idea thatwe integrate intoour approach.
Challenge #1: Platform-independent validation. Vali-
dating translation correctness requires comparing program
states between native and emulated execution. Even when
translation is correct, concrete values candiffer between these
executions. The emulator embeds guestmemory within its
host address space, so addresses and all values derived from
them (pointer arithmetic, struct field accesses) differ. Envi-
ronmental values such as auxiliary vector entries also differ
legitimately but rarely affect correctness. Additionally, the
emulator may not expose intermediate state at every point.

Key idea #1: Symbolic state abstraction. Representing
states symbolically hides emulator-specific details while
capturing their essential structure.
Focaccia represents state values as logical variables (e.g. 𝛼 ,
𝛽) and relationships between them as formulae (e.g. 𝛽=𝛼+4).
Address-derived values like 𝛼+8 remain correct regardless
of the concrete base. Environmental values become distinct
symbolic variables, so derived computations can match de-
spite differing concrete values, yet any divergence they cause
is traceable to the specific variable. Gaps in the emulator trace
are bridged by the native symbolic state, enabling validation
at cutpoints. During validation, Focaccia instantiates the
symbolic state using the emulator’s concrete values, produc-
ing an expected state that is directly compared against the
actual emulator output (§ 5.1, § 5.3).
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Challenge #2: Mismatching intermediate states. Emula-
tors expose guest states at different granularities, so not every
guest state has a corresponding host state, and vice versa.
Challenge #2a: Optimized programs.After optimizing an emu-
lated program, itmay go through different intermediate states
than the original. Consider the program ‘x=x+1; x=x+2;’ op-
timized to ‘x=x+3;’: both terminate in the same final state,
but the first has an additional intermediate state.
Challenge #2b: Coarse-grained visibility. Emulators may not
grant access to the internal emulated state after any single
instruction, meaning we can only observe state before and
after executing a sequence of guest instructions.
Our key idea to address that challenge is:

Key idea #2: Adaptive cutpoint selection. Exploring
multiple cutpoints [32] allows identifying one where
program behavior matches.
We thus allowprogram states to temporarilymismatch if-and-
only-if they later match at the selected cutpoint [32], with all
intermediate side-effects being the same. In practice, Focac-
cia buffers intermediate mismatches and checks subsequent
states until one matches, accepting it as the cutpoint (§ 5.3).
Challenge #3: Effectful programs. Programs interact with
the outside world through effects (e.g. querying the current
time) that introduce non-determinism. Although multiple
executions of the same program—either native or emulated—
can observe different timestamps, those differences are not
emulator bugs.

To reason about execution equivalence, we must eliminate
effects as a sourceof statedifferences, forwhichourkey idea is:

Key idea #3: Effects as actions. Formallymodeling effects
as actions [54] enables reasoning about them, isolating
them from pure computations, and thus controlling them.
We apply this key idea in our formal model (§ 4.1), recording
effects during native execution and replaying them during
emulation so they cannot cause mismatching states.
Challenge#4:Tracing largeprograms.Recordingall states
of a long-running execution is time consuming and unneces-
sary. We require a tracing strategy that minimizes overhead
while preserving sufficient information to identify mismatch-
ing states, for which our key idea is:

Key idea #4: Targeted tracing. Collecting limited traces
at strategically selected points in the program execution
significantly reduces its runtime footprint.
Focaccia realizes this key idea in two ways, together scal-
ing validation to entire applications: (i) Speculative tracing
records symbolic traces ahead of native execution for linear
program regions (§ 5.1); (ii) Selective tracing limits emulated
tracing only to user-defined program regions (§ 5.2), allow-
ing Focaccia to efficiently find bugs in suspected program
regions.

Challenge #5: Error reproduction. Reproducing an error
first observed in a large program is difficult, yet errors must
be easily reproducible; for which our key idea is:

Key idea #5: Transition context replication. The
symbolic state contains all information needed to localize
and replicate the error context in a small program fragment.
Focaccia applies this key idea in its reproducer generator
(§ 5.4), extracting the erroneous fragment and using the pre-
ceding symbolic state to replicate the error context in a min-
imal program.

4 Programs as State Transition Systems
To identify mistranslation, we formally define when a trans-
lation is correct, starting from program behavior.
4.1 Semantics
Wemodel a program’s execution as a Labeled Transition Sys-
temwith actions ⟨S,I,A,→⟩ [54], where S is the set of program
states; I is the set of operations, which capture pure computa-
tions; A is the set of actions, which represent effects; and ‘→’
is the transition relation. We represent any program state in
S as a tuple ⟨R,M⟩, where R contains all ISA-specific variables
(i.e. registers and status flags [18, 37]), while M represents
main memory. Each transition we write as:

⟨ ⟨R,M⟩, 𝑖 ⟩ 𝑎−→ ⟨R′,M′⟩
Here, 𝑖 ∈ I is the executing operation, while 𝑎 ∈A is an action
that captures an effect.
Example: Simple.Consider a transition for the internal com-
putation adding 42 to the RAX register on x86:
⟨ ⟨R,M⟩, ‘ADD RAX, 42’ ⟩ 𝜏−→ ⟨R′,M⟩
where R′≜Rwith R′=R[RAX ↦→ (R[RAX]+42) mod 264]

It sets the registerRAX inR to thevalueafter addition.R[𝑥 ↦→𝑣]
denotes setting variable 𝑥 to value 𝑣 . The instruction also up-
dates the x86 status flags in R, which we omit for brevity. By
convention, 𝜏 ∈A is the internal action, indicating no external
behavior.
Example: Effects. We capture non-determinism through
effects, which are any interaction with the world outside the
program state, e.g., reading from file or accessing the cur-
rent time. Such effects are not caused by mistranslations and
must be modeled separately, corresponding to our key idea
#3 (effects as actions). The following example illustrates that:

⟨ ⟨R,M⟩, ‘TIME’ ⟩
time(𝑣)
−−−−−→ ⟨ R′,M ⟩

where R′≜Rwith R′
𝑡 =R𝑡 [RAX ↦→𝑣]

We assume for simplicity that TIME is a primitive operation.
Crucially, its semantics depend on the action ‘time(𝑣)’ ∈ A,
meaning executing the same operation with the same action
always yields the same state, enabling formal reasoning about
correctness in the presence of side effects.
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Figure 4. Analogous transitions between native, symbolic,
and emulated states. The symbolic state 𝑠Σ generalizes over
the native state 𝑠𝑛 and emulated state 𝑠𝑒 .

4.2 Correctness
Our correctness criterion, expanded from Popek and Gold-
berg [60], must relate programs in two languages, stating
when a program emulates another. The two languages share
the same semantic model but instantiate it differently, with
the state representation S, instructions I, and transition rela-
tion ‘→’ differing between architectures, while the set of side
effects A is shared. When considering x86 and Arm, we thus
have ⟨Sx86, Ix86, A,→x86⟩ and ⟨SArm, IArm, A,→Arm⟩.

We must relate the states between the native and emulated
program.Wemap any native state 𝑠𝑛 ∈S𝑛 to an emulated state
𝑠𝑒 ∈ S𝑒 with function ‘𝑉 : S𝑛 → S𝑒 ’. For instance, Vx86→Arm
maps RAX to R0, RBX to R1, etc. However, note that the state
embedding𝑉 could be more complex, for instance, by map-
ping guest states to a data structure internal to an existing
emulator. Def. 1 states the emulation correctness generally.
▶ Definition 1 (Emulation). Given operation 𝑃𝑛 ∈ I𝑛 in
language ⟨S𝑛, I𝑛, A,→𝑛⟩, operation 𝑃𝑒 ∈ I𝑒 in language
⟨S𝑒 , I𝑒 , A,→𝑒⟩, state mapping ‘𝑉 : S𝑛 → S𝑒 ’, and start
states ⟨R𝑛,M𝑛⟩ and ⟨R𝑒 ,M𝑒⟩ satisfying𝑉 ( ⟨R𝑛,M𝑛⟩ ) ≡
⟨R𝑒 ,M𝑒⟩ and:

⟨ ⟨R𝑛,M𝑛⟩, 𝑃𝑛 ⟩
𝑎−→𝑛 ⟨R′

𝑛,M
′
𝑛⟩

⟨ ⟨R𝑒 ,M𝑒⟩, 𝑃𝑒 ⟩
𝑎−→𝑒 ⟨R′

𝑒 ,M
′
𝑒⟩

Thenoperation𝑃𝑒 emulates 𝑃𝑛 (w.r.t.mapping𝑉 and start
state ⟨R𝑛,M𝑛⟩) iff𝑉 ( ⟨R′

𝑛,M
′
𝑛⟩ ) ≡ ⟨R′

𝑒 ,M
′
𝑒⟩.

Example: Emulation.To illustrateDef. 1, consider again the
x86 program ‘ADD RAX, 42’. When𝑉x86→Arm maps RAX to R0,
we can emulate the instructiononArmwith ‘ADD R0, R0, 42’.
Given a concrete initial state ⟨Rx86,M⟩ where Rx86 [RAX] =3,
which𝑉x86→Arm maps to ⟨RArm,M⟩ with RArm [R0]=3, where
𝑉x86→Arm ( ⟨Rx86, M⟩ ) ≡ ⟨RArm, M⟩ beforehand. Then that
instruction’s emulation is correct because:

⟨ ⟨Rx86,M⟩, ‘ADD RAX, 42’ ⟩ 𝜏−→x86 ⟨R′
x86,M⟩

where Rx86 [RAX]=3 and R′
x86 [RAX]=45, and

⟨ ⟨RArm,M⟩, ‘ADD R0, R0, 42’ ⟩ 𝜏−→Arm ⟨R′
Arm,M⟩

where RArm [R0]=3 and R′
Arm [R0]=45,

which satisfies𝑉x86→Arm ( ⟨R′
x86,M⟩ ) ≡ ⟨R′

Arm,M⟩.

5 Design
Focaccia is built around four components, shown in Fig. 5:
a native tracer, emulator tracer, translation validator, and a
reproducer generator; which we explain below.
5.1 Native Tracer
Our native tracer executes the guest program 𝑃guest on the
guest-architecture, recording the executed instructions Iguest
andactions forcomparisonagainstemulatedexecution (Def. 1).
Focaccia obtains these traces with concolic execution [68],
combining concrete execution with symbolic [43] representa-
tion of program semantics.
Symbolic tracing. Focaccia interprets parts of the program
into logic formulae throughsymbolic execution [43]. By repre-
sentingvalues symbolically—withavariable ina logic formula
—the resulting symbolic state 𝑠Σ represents a set of concrete
states. Encoding states symbolically embodies our key idea
#1 (symbolic state abstraction), as it encodes states and their
transformations independent from specific platform values,
such as memory addresses. We can instantiate 𝑠Σ to both the
native state 𝑠𝑛 and emulated state 𝑠𝑒 , as depicted in Fig. 4.
Concolic tracing. Symbolic execution alone is often imprac-
tical for two reasons: (i) large-scale analysis may suffer from
state explosion [68]; and (ii) comparing side effects requires
concrete data such as memory contents. Focaccia therefore
employs concolic execution [68], restricting symbolic execu-
tion to a single concrete path.

We realize our key idea #3 (effects as actions) by capturing
interactions with the outside world as a sequence of actions
(from Def. 1). For instance, a read system call generates an
action capturing the updates to register RAX and memory. To-
gether, the symbolic trace of executed instructions and the
log of actions fully capture a program’s execution.
Speculative symbolic execution. Focaccia realizes key
idea #4 (targeted tracing) by decoupling symbolic and con-
crete execution. Starting from the current program counter,
Focaccia symbolically executes instructions until reaching
a conditional branch or side effect whose outcome cannot be
statically determined. Concrete execution then advances to
that point via a hardware breakpoint, resolving the outcome,
after which symbolic execution resumes. This avoids single-
stepping every instruction through the debugger interface,
significantly reducing the concrete execution cost of native
tracing (§ 7.4). For linear code regions, which constitute the
majority of executed instructions, symbolic execution pro-
ceeds at disassembly speed with no concrete execution cost.
5.2 Emulator Tracer
In contrast to native tracing, where Focaccia executes pro-
gram 𝑃guest directly on the guest-machine, we also trace the
program 𝑃host, which emulates 𝑃guest inside the emulator; re-
call that the ultimate objective is to determine whether 𝑃host
correctly emulates 𝑃guest (Def. 1). In either case, we obtain the
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Figure 5. The components in Focaccia: native tracer (§ 5.1), emulator tracer (§ 5.2), validator (§ 5.3), and reproducer generator
(§ 5.4).

executed sequence of operations and actions, but the mech-
anisms to obtain these differ.
Emulator states. The emulator embeds the native state
𝑠𝑛 ∈ S𝑛 within the emulated state 𝑠𝑒 ∈ S𝑒 ; that embedding
we formalized with ‘𝑉 :S𝑛→S𝑒 ’ (§ 4.2). However, in practice,
we want to extract the native state 𝑠𝑛 from the emulated state
𝑠𝑒 . We thus consider ‘𝑉 −1 :S𝑒→S𝑛’, which is defined for any
𝑠𝑒 ∈ range(𝑉 ). In practice, we assume the emulator preserves
that membership; regardless, Focaccia extracts the native
state 𝑠𝑛 with an emulator-specific layer.
Tracing granularity. Emulators vary in the frequency at
which the emulated state 𝑠𝑒 corresponds to the native state
𝑠𝑛 . Emulator internals, such as optimizations, affect the gran-
ularity across which we want states to match, corresponding
to weak bisimulation [54]. For example, Fig. 4 shows a weak
bisimulation after an optimization opt(). The initial and final
states match even when the intermediate state matches no
target state. To accommodate this, each emulator backend can
either select cutpoints statically—for instance, per-instruction
or per-basic-block—or rely on dynamic cutpoint selection in
the validator (§ 5.3), corresponding to our key idea #2 (adap-
tive cutpoint selection).
Deterministic non-determinism.Non-determinism arises
from four primary sources: (i) system calls with non-deter-
ministic results, (ii) I/O with non-deterministic data sources
and other processes, (iii) signal delivery, and (iv) multiple
thread interleavings [2, 57, 58]. These can cause native and
emulation executions to diverge even when the underlying
translation is correct.
Def. 1 only holds when both executions observe identical

non-determinism. Focaccia records the first three sources as
actions (§ 4) and uses those to deterministically replay them
during emulation, corresponding to key idea #3 (effects as ac-
tions).Wedonot currently support concurrency, as it requires
modifying an emulator to control its thread scheduler.
Selective tracing. When misbehavior is observed during
emulation, validating the entire execution is unnecessary. Fo-
caccia allows the user to specify an approximate program
region of interest, restricting validation to that region. The
user need not know the precise location of the bug; Focaccia

validates all instructions within the region and reports any
mistranslation found, even if its root cause lies before the
specified start point. This is another realization of our key
idea #4 (targeted tracing).

5.3 Translation Validator
Focaccia validates that emulated execution (§ 5.2) correctly
emulates (Def. 1) the native execution (§ 5.1). In practice, Fo-
caccia checks that the symbolic state𝑠Σ, computed analogous
to 𝑠𝑛 during native execution, instantiates to the emulated
state 𝑠𝑒 , as illustrated in Fig. 4.
Emulator validation.When in guest state 𝑠0𝑛 , natively ex-
ecuting guest operation 𝑖𝑛 ∈ I𝑛 with arbitrary action 𝑎, we
produce another state 𝑠1𝑛 . Simultaneously, we execute that
same guest operation 𝑖𝑛 symbolically on the corresponding
symbolic state 𝑠0Σ. Finally, the emulator executes its analogous
host operation 𝑖𝑒 ∈ I𝑒 on its host state 𝑠0𝑒 , producing:
⟨ 𝑠0𝑛, 𝑖𝑛 ⟩

𝑎−→𝑛 𝑠1𝑛 ⟨ 𝑠0Σ, 𝑖𝑛 ⟩
𝑎−→Σ 𝑠1Σ ⟨ 𝑠0𝑒 , 𝑖𝑒 ⟩

𝑎−→𝑒 𝑠
1
𝑒

By Def. 1, we must check whether 𝑠1𝑛 corresponds to 𝑠1𝑒 un-
der some mapping 𝑉 . However, 𝑉 is not known explicitly,
since address layouts vary between executions and no fixed
mapping from native to emulated states exists. Instead, we in-
stantiate the symbolic state 𝑠1Σ, co-createdwith 𝑠

1
𝑛 by the same

operations, by substituting the emulator’s concrete values for
the symbolic variables, producing an expected emulated state
𝑠1𝑒

′ that we check against 𝑠1𝑒 . A mismatch indicates 𝑖𝑒 does not
correctly emulate 𝑖𝑛 (Def. 1), another application of key idea
#1 (symbolic state abstraction).
Mismatchinggranularities.Although amismatch between
𝑠1𝑒

′ and 𝑠1𝑒 indicates 𝑖𝑒 does not emulate 𝑖𝑛 (i.e. it violatesDef. 1),
that does not immediately indicate a translation error. Such
mismatches arisewhen the emulator exposes𝑠𝑒 at afiner gran-
ularity than it maintains𝑉 (𝑠𝑛) ≡𝑠𝑒—for instance, reporting
𝑠𝑒 per instruction while only preserving correspondence at
basic block boundaries. In such cases, Focaccia buffers the
mismatch and continues validating. If a later state 𝑠𝑘𝑒 matches
𝑠𝑘𝑒

′, all buffered mismatches are resolved and 𝑠𝑘 is accepted as
a cutpoint [32]. Otherwise, the earliest unresolved mismatch
is reported as a translation error. This realizes our key idea
#2 (adaptive cutpoint selection). Conversely, when Focaccia



ASPLOS ’27, April 11–15, 2027, Heraklion, Greece

reports no mismatch, Def. 1 holds at every cutpoint and both
executions produced identical emulator-visible effects.
Alignment cost. State alignment costs time and memory
linear in the executed instructions. Focaccia aligns states
by guest program counter in a single forward pass, merg-
ing consecutive symbolic transforms until their end address
matches the next emulator-visible state, then performs one
equivalence check there. Cutpoint selection thus does not de-
pend on basic block boundaries, as Focaccia finds cutpoints
adaptively wherever native and emulated states match, and
a coarser-grained emulator only yields coarser cutpoints. Re-
curring program counters, as in loops, are paired in execution
order, so every iteration is checked independently.
Cross-validation. The instruction semantics used to gen-
erate 𝑠1Σ may themselves be incorrect. To validate them, we
instantiate 𝑠1Σ to a native state 𝑠

1
𝑛
′ instead and check it against

the hardware-observed 𝑠1𝑛 . A mismatch indicates erroneous
semantics, as illustrated by Fig. 4’s dual instantiation.
Aliasing. Coincidentally equal concrete values can mask a
mistranslation on a particular input, as with any dynamic val-
idation technique. Focaccia therefore validates only the ob-
servedexecution,notother inputsoruntakenpaths.Checking
every emulator-visible state limitsmaskingwhenan incorrect
value remains live and later influences observable computa-
tion, but an errorwhose effect is overwritten or remains obser-
vationally equivalent throughout the trace escapes detection.
State mismatches. When a mismatch occurs, Focaccia
records detailed diagnostics in an error log. This log includes
(i) the state values that differ, (ii) the symbolic equations they
violate, (iii) the prior guest state, and (iv) the mistranslated
guest instructions. This information supports debugging and
enables Focaccia to generate reproducers. In the event of
a crash, the triggering state and instructions are similarly
captured for reproducer generation.
5.4 Reproducer Generator
Our reproducer generator produces small programs for which
an error identified in a larger program reappears.
Localizing bugs. To generate those small programs, Focac-
cia first localizes the source of the bug within the program.
We identify program fragments reaching mismatching states,
and since we know exactly which state variables (e.g. regis-
ters, flags, or memory) mismatch, we can accurately pinpoint
which instructions were mistranslated.
Context reproduction.We realize our key idea #5 (transi-
tion context replication) by using the symbolic state recorded
before the erroneous fragment to generate setup instructions
that recreate the exact pre-error state. For instance, when
the state requires RAX=3, we emit a ‘MOV RAX, 3’ instruction.
Together with the mistranslated fragment, this forms a small
program that faithfully reproduces the original bug.
Reproducer growth. Reproducers are significantly smaller
than the original program because (i) only the basic block

containing themistranslation need be included, and (ii) setup
instructions need only satisfy the symbolic constraints rel-
evant to that block, not the full execution history, keeping
reproducers small regardless of the original program’s size.

6 Implementation
We implement Focaccia targeting the QEMU and Box64
emulators on two distinct Linux environments, x86-64 and
Aarch64. As part of our implementation, we use the Miasm
symbolic executor andRRprogram record-replay system [57].
Concolic executor.At its core, Focaccia uses Miasm to pro-
duce symbolic equations for the x86-64 and Aarch64 instruc-
tions. However, Focaccia also extends Miasmwith 15 addi-
tional x86-64 instructions, primarily for the IntelBMIandAVX
instruction set extensions [37], as well as Aarch64 atomics.
QEMU interface. The Focaccia backend for QEMU imple-
ments its target by exposing read-only program state through
QEMU’s GDB remote interface. We use this interface to fetch
guest state and drive execution, as well as the base for our
deterministic replayer logic.
Box64 interface. Unlike QEMU, Box64 does not support
a debugger interface that permits accessing arbitrary guest
state [12]. Instead, Focaccia partially validates Box64 by
parsing its debug log, which includes register values per basic
block. This results in partial validation, sufficient for catching
some mistranslation errors.
Deterministic replay.We implement our replay facilities
atop theRR record of non-deterministic execution [57]. In par-
ticular, Focaccia’s native tracer uses the GDB stub exposed
by the RR replayer, while our emulator validator parses the
RR log to extract deterministic values for non-deterministic
events and directly replays them atop QEMU’s GDB interface.

7 Evaluation
We evaluate Focaccia around seven dimensions: general-
ity (§ 7.1), validation effectiveness (§ 7.2), discovery of un-
known bugs (§ 7.3), tracing efficiency (§ 7.4), support for non-
deterministic execution (§ 7.5), support for application-level
deployment (§ 7.6) and the effectiveness of generated repro-
ducers (§ 7.7).
Experimental testbed.We evaluate Focaccia on an Intel
Xeon Platinum 8562Y+ and an Ampere-1a processor for x86-
64 andAarch64 respectively. All input programs are compiled
using GCC 14.2.1 and linked statically against Musl 1.2.5 [4].
Benchmarks.WevalidateQEMUandBox64 using programs
known to trigger mistranslations from each error category
(see § 2.2). We also inject these same mistranslations in three
large applications, the Lua interpreter, Curl and SQLite.
7.1 Generality

RQ1. Does Focaccia support validating different emulators

across multiple guest/host architectures?

Focaccia supports all architectures that can be determin-
istically replayed using RR, namely x86-64 and Aarch64, as
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Figure 6. End-to-end overhead breakdown for native tracing and translation validation for QEMU (× native execution time).

Guest Host Emulator Deterministic
x86-64 x86-64 QEMU Only from Intel Nehalem [56]
x86-64 Aarch64 QEMU –"–
Aarch64 Aarch64 QEMU Only on ArmNeoverse [56]
Aarch64 x86-64 QEMU –"–
x86-64 Aarch64 Box64 Unsupported

Table 1. Focaccia architecture and emulator coverage.

shown in Tbl. 1. Although QEMU supports additional ISAs,
we exclude them because Focaccia inherits RR’s limitation
and requires Miasm to support the guest ISA. For Box64, Fo-
caccia supports x86-64→Aarch64; deterministic replay is
unavailable due to its limited debugger interface.

Focacciavalidates single-threaded executions and thereby
detects mistranslations whose manifestation does not de-
pend on thread interleaving, including every bug in our
study. Concurrency-specific mistranslations are out of scope
because detecting incorrect memory ordering mappings
requires enforcing recorded interleavings in the emulator’s
scheduler, which is not broadly supported by emulator
debuggers.
7.2 Effectiveness

RQ2. Can Focaccia detect and localize the cause of known

mistranslation errors in emulators?

WeevaluateFocaccia’s effectiveness at detectingmistrans-
lations using a set of known bugs from each error category
(see § 2.2), summarized in Tbl. 2. We selected the bugs by
predetermined criteria, spanning all six root-cause categories,
both emulators, and both ISAs, favoring breadth over count.
Since reproduction requires a triggering program and a build
of the buggy emulator version, we limited candidates to well-
documented reports with trigger code. Crucially, each stems
from amistranslation that escaped the extensive test suites
used by these emulators andwas discovered in thewild before
being fixed.
Mistranslated programs. Each bug is exhibited in a small C
program that reliably triggers it under emulation. Each pro-
gramwas either sourced directly from a bug report or crafted
based on the bug description. The programs span 3 to 32 lines
of C and execute roughly 950 to 36,000 dynamic user-mode

instructions, as each is validated end-to-end including libc
initialization without any region specification.
Optimizationbug.Ofparticular interest isbug#2248.GL[59],
causedbyaQEMUoptimization that onlyfireswhena specific
sequence of instructions appears together in a basic block.
Per-instruction tools (§ 2.4) cannot trigger this bug because
the optimization requires the surrounding instruction context
to activate. Fuzzers face a similar challenge, as theymust both
generate the precise sequence that triggers the optimization
and detect the resulting silent state corruption. Focaccia de-
tects it because it validates entire instruction sequences and
checks state equivalence at every step.

Focacciacandetectall knownmistranslationerrors shown
inTbl. 2, acrossmultiplemistranslationerror categories, archi-
tectures and emulators. The bugs concentrate on computation
and flag errors for x86-64 guests, mirroring the category dis-
tribution of our study (§ 2.2). Additionally, Focaccia precisely
localizes eachmistranslation to the instruction that is the root
cause, the specific state values that are incorrect and each
violated symbolic equation.
Comparison to prior tools. Prior tools cannot detect most
of these bugs. EmuFuzzer [51], PokeEMU [50], and Exam-
iner [39] test instructions in isolation and none of them ex-
ecutes x86-64 guest code, while Fleece [38] and Mishegos [6]
test only instruction decoding. None of these tools validates
an effectful full-program execution, localizes a divergence
observed in that execution, or derives a reproducer from it.
False positives. False positives occur but are managed. Cut-
points resolve granularity mismatches, and cross-validation
against hardware catches incorrect reference semantics, ex-
posing real Miasm bugs. Remaining mismatches stem from
incomplete state visibility, such as Box64’s partial log, and
Focaccia grades them as unconfirmed. Reports carry the
violated equation and states for triage.
7.3 Discovering Unknown Bugs

RQ3. Can Focaccia discover previously unknown mistransla-

tion errors?

We apply Focaccia to Arancini [64], an open-source hy-
brid binary translator from x86-64 to Aarch64, through the
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Category Bug ID Guest Host Emulator Instruction Description

Co
m
pu

ta
tio

n

#364.GL [47] Aarch64 any QEMU-5.2 LDSMAX Incorrect result
#508.GL [45] x86-64 any QEMU-6.1 CMPXCHG Incorrect zero extension
#508.Box [10] x86-64 any Box64-0.3.8 CMPXCHG Incorrect zero extension
#1372.GL [76] x86-64 any QEMU-7.2 BEXTR Incorrect result
#1374.GL [77] x86-64 any QEMU-7.2 BZHI Incorrect result and sign flag

#1828867.LP [30] x86-64 any QEMU-4.0 LAHF Incorrect result
Fl
ag

#1370.GL [74] x86-64 any QEMU-7.2 BLSI/BLSR Incorrect carry flag
#1371.GL [75] x86-64 any QEMU-7.2 BLSMSK Incorrect carry flag
#2175.GL [40] x86-64 any QEMU-8.2 BLSI Incorrect carry flag

Ve
ct
or #1375.GL [78] x86-64 any QEMU-7.2 ADDSUBPS Incorrect NaN handling

#2495.GL [41] x86-64 any QEMU-9.0 MOVQ Incorrect result
#1861404.LP [44] x86-64 any QEMU-4.2 VMOVDQU Incorrect result

Cr
as
h #1376.GL [79] x86-64 any QEMU-7.2 LSL Incorrectly raised SIGSEGV

#1377.GL [80] x86-64 any QEMU-8.0 CVTPS2PD Incorrectly raised SIGSEGV
#1832422.LP [31] x86-64 any QEMU-4.0 CMPPD Incorrectly raised SIGILL

Opt. #2248.GL [59] Aarch64 any QEMU-8.2.1 LSR Incorrect result
Mem. #2419.GL [66] Aarch64 any QEMU-8.1.3 LDAPUR Incorrect result

Table 2. Known QEMU and Box64 mistranslation errors validated with Focaccia.

same log-based interface as Box64. We validate guest pro-
grams under Arancini without prior knowledge of any bug
and inspect each reported mismatch.
Results. Focaccia discovered eight previously unknown
mistranslations in Arancini’s dynamic Aarch64 backend,
localizing each to the mistranslated instruction. Six fall in
categories from our study (§ 2.2), three computation, two flag,
and one memory bug, while the remaining two stem from
incorrect register allocation, a class that our study did not
surface. All eight were confirmed and fixed upstream.
Takeaway. Focaccia’s detection extends beyond reproduc-
ing known bugs, as it uncovers newmistranslations even in
emulators that expose only a log-based interface.
7.4 Validation Overhead

RQ4.What is the overhead of validating translation correctness

end-to-end with Focaccia?

We evaluate Focaccia’s overhead on a subset of the mis-
translatedprograms,measuring runtime relative tonativeand
emulated execution. Because these programs use determinis-
tic inputs, we omit deterministic replay. Fig. 6 summarizes the
overheads for native tracing andQEMUtranslationvalidation.
Native tracing. Symbolic execution dominates the tracing
cost, as itmust generate symbolic equations for each executed
instruction. Concrete execution contributes less, and can be
effectively further reduced through speculative tracing.
Emulator tracing. Most of the cost comes from concrete
execution, with validation contributing only a small portion.
Single-stepping guest instructions via the debugger interface
dominates runtime and cannot be optimized. Despite these
per-component overheads, end-to-end validation remains
practical, averaging just 8 seconds including native tracing.
7.5 Non-deterministic Execution

RQ5. Can Focaccia validate emulated effectful programs?

To assess Focaccia’s capability to handle effectful pro-
grams, we inject knownmistranslation bugs into three larger
applications that requiredeterministic replay tovalidate (Tbl. 3).
Injection points.We chose the three applications to cover
distinct non-determinism classes and place injection points
only along control paths reached under nondeterministic con-
ditions. SQLite exercises file I/O (open, read, close). Curl
exercises socket I/O (socket, connect, recvfrom). Lua exer-
cises signal handling (rt_sigaction, rt_sigreturn). Tbl. 3
reports dynamic instruction counts from main to each point,
ranging from 99,348 to 417,848 instructions, which places
each injection point deep in the application’s execution.
Deterministic replay. Focaccia deterministically replays
system calls and signals to reach each injection point, substi-
tuting recorded return codes, replaying memory writes from
the RR log, and entering and exiting signal handlers while
restoring the recorded register state. Using this replay, Focac-
cia detects and localizes the injected bug in each application.

Application Instructions Injection Point Bug ID Replayed
SQLite 99,348 local_getline #508.GL File-I/O
Curl 417,848 Curl_sendrecv #2175.GL Socket-I/O
Lua 401,983 laction #2495.GL Signals

Table 3. Applications with injected bugs, injection points,
and replayed OS interfaces.

7.6 Application-level Deployment

RQ6. Can Focaccia validate entire software applications?
We answer this question by validating Curl end-to-end

as a representative large program, and then assessing selec-
tive tracing across three x86-64 applications (Lua, Curl, and
SQLite) emulated on Arm.
Full-applicationvalidation.Focacciasupports end-to-end
validation of large applications using either cross-validated
native tracing, which validates symbolic equations against
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Figure7.End-to-end runtime comparison for cross-validated,
speculative native tracing and QEMU validation for Curl.

native execution, or speculative native tracing, which reduces
concrete execution costs.
End-to-end runtime. Fig. 7 shows the end-to-end runtime
of cross-validated, speculative native tracing, and emulator
validation, for a Curl GET request for a 5 KiB file. Speculative
tracing obtains significantly reduced time by eliminating the
cross-validation cost and reducing concrete execution time.
Selective tracing. Full-execution validation with no user
input is the default, and selective tracing optionally reduces
validation time. Application-level validation benefits from
starting at application code and stopping once the suspected
bug is reached, skipping initialization code assumed to be cor-
rect. In particular, Focaccia treats the_start→main()path
as correct a priori, though it still replays all non-deterministic
inputs from _start to prevent divergence. If the selected
region excludes the root cause, widening it and rerunning
restores exact localization. To assess scalability, we measure
its runtime from application start to the injection point using
the benchmarks in Tbl. 3.
Fig. 9 shows the runtime of speculative and selective na-

tive tracing and of emulator validation from main() to bug
detection. Selective tracing significantly reduces overhead,
making Focaccia practical even when mistranslation errors
occur deep in a program’s execution.
Deployment. Focaccia primarily targets continuous inte-
gration and triageworkflows. In continuous integration, emu-
lator developers run test suites and representative workloads
under validation after changes, analogous to compiler trans-
lation validation. In triage, a user who observes misbehavior
under emulation applies selective tracing to localize the fault
and generate a reproducer. Neither deployment approach
requires knowing bug locations in advance.
7.7 Reproducer Effectiveness

RQ7.Are the reproducers generated by Focaccia effective for
reproducing mistranslation errors with a smaller code size?

We assess the effectiveness of the minimized programs by
comparing their code size to that of the original mistranslated
programs in Tbl. 2 and in SQLite with the injected bug.
Effectiveness. Fig. 8 shows that Focaccia produces substan-
tially smaller programs that still reproduce themistranslation.

For small programs, savings come from eliminating libc ini-
tialization; for SQLite, nearly all application code before the
mistranslated instruction is removed, yielding an input-free,
fully deterministic reproducer.
Scalability.As discussed in § 5.4, minimization targets only
the instructions leading to the mistranslation, so reproducer
size grows marginally even for large guests such as SQLite.
The resulting reproducers are compact, deterministic artifacts
suitable for inclusion in bug reports.

8 RelatedWork
Symbolic execution. Systematic testing via symbolic and
concolic execution, alongwith related optimizations has been
explored extensively [24, 25, 48, 62, 68, 70, 82]. Other work
uses symbolic execution for bug detection and reproduc-
tion [24], as well as necessary optimizations tominimize sym-
bolically traced paths and thus overhead [25, 70, 82]. Another
line of work combines concrete tracing with symbolic explo-
ration to systematically exploreprogrampaths [68]. Focaccia
builds on both lines of work to build a concolic executor that
uses optimized tracing for a single program path, resulting
in program semantics represented by symbolic equations.
Emulator testing. Prior work in emulator testing spans
component-level testing, fuzzing-based differential testing,
and differential testing based on symbolic execution. Compo-
nent-level testing includes Fleece [38], Mishegos [6], and Kim
et al. [42]. Fuzzing-based differential testing includes Emu-
Fuzzer [51] and Box64 [11, 13]. Symbolic-execution-based
differential testing includes PokeEMU [50], Examiner [39],
and Arm ASL [63]. We discuss their mechanisms, limitations
and relation to Focaccia in § 2.4.
Record-replay. Record-replay systems have been designed
for recording and replaying execution of user-space pro-
grams [2, 5, 14, 22, 57, 58, 67, 84]. Among these, only a subset
support recording and replaying multi-threaded programs
[22, 29, 52, 57, 58, 71] without hardware modification. Focac-
cia uniquely combines symbolic executionwith native replay,
while also being unique in transferring a native record log to
an emulator and replaying on a different ISA.
Failure reproduction. Failure reconstruction [26, 72, 73, 81,
84] and deterministic simulation testing [1, 9, 83] aim to re-
produce failureswith reduced tracing or controlled execution.
Failure reconstruction only exposes observable errors, while
deterministic simulation testing requires heavy simulator en-
gineering. Neither is suitable for the subtle mistranslation
errors Focaccia targets.

9 Conclusion
In this paper,wepresent Focaccia, a system todetect, localize,
and reproduce mistranslation errors in user-mode CPU em-
ulators, built on a formal definition of translation correctness.
We also present a systematic study of real CPU-emulator bugs,
categorizing their root causes and identifying subcategories
for mistranslation errors to show their prevalence.
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Figure 9. Runtime breakdown for Lua, Curl and SQLite for
speculative and selective tracing, and for QEMU validation.

Artifact Availability
Focaccia is publicly available together with the full exper-
imental setup and bug database.
The artifact appendix describes the experimental setup and
reproduction workflow.
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A Artifact Appendix
A.1 Abstract
The artifact is organized around four parts of the paper’s
evaluation. (1) The 17 trigger programs in Tbl. 2 exercise
detection and localization of historical QEMU and Box64
mistranslations. (2) The SQLite, Curl, and Lua workloads in
Tbl. 3 exercise deterministic replay during application valida-
tion. (3) Timing profiles and generated reproducers provide
the measurements in Figs. 6–9. (4) The emulator bug-study
repository provides the data and analysis behind Fig. 2 for
inspection. The evaluation repository pins Focaccia, RR, the
historical emulator builds, the toolchain, and the workload
sources. Reproducing native traces requires matching x86-
64 and AArch64 Linux hosts. The multi-architecture Docker
image provides the runtime dependencies.
A.2 Artifact check-list (meta-information)
• Algorithms andmodel: the state-transition model, sym-
bolic state abstraction, adaptive cutpoint selection, effects
as actions, targeted tracing, and transition context replica-
tion.

• Programs and binaries: the 17 trigger programs from
Tbl. 2, the three application workloads from Tbl. 3, RR, and
historical QEMU and Box64 builds.

• Data and output: validation reports and traces, timing
profiles, generated reproducers, and the five paper plots.

• Bug-studymaterial: the data and analysis behind Fig. 2,
provided for inspection.

• Environment and hardware: Docker on native x86-64
and AArch64 Linux hosts.

• Experiments andmetrics: trigger and application vali-
dation, native-tracing and emulator-validation time, and
reproducer executable size.

• Disk space: approximately 5 GB per host to download.
Allow 25 GB per host for images and results.

• Preparation time: severalminutes to download the image.
• Experiment time: a fewminutes for smoke tests and sev-
eral hours for a full campaign.

• Publicly available: evaluator, validator, bug study, and
Docker image.

• License: BSD 3-Clause. Bundled components retain up-
stream licenses.

• Archived: https://doi.org/10.5281/zenodo.23211000.
A.3 Description
A.3.1 How to access Clone the evaluation repository from
GitHub: github.com/TUM-DSE/focaccia-eval. The validator
source is available at github.com/TUM-DSE/focaccia, and the
bug-study source at github.com/TUM-DSE/emulator-bug-
study. The evaluation lock file pins the validator, toolchain,

application sources, and historical emulators. The evalua-
tion repository also contains the trigger sources, workloads,
plotting code, and deterministic fixtures.
A.3.2 Hardware dependencies A complete run uses two
machines. The x86-64 host produces x86-64 oracles and val-
idates AArch64 cases under QEMU. The AArch64 host pro-
ducesAArch64oraclesandvalidatesx86-64casesunderQEMU
and Box64. All generated evidence is written below the host-
side runs/ directory. Both machines must use the same direc-
tory, either through a shared filesystem or by copying the
complete directory unchanged between phases.
Native capture requires privileged debugger and perf ac-

cess. On x86-64, RR application capture also requires a com-
patible PMU. Native AArch64 recording requires a supported
processor such as Arm Neoverse. Emulator validation and
plotting do not require these privileges. The evaluator checks
the physical ISA and does not permit an emulator under test
to produce its own oracle.
A.3.3 Softwaredependencies Thepackagedworkflowre-
quires Docker on 64-bit Linux. Themulti-architectureDocker
image provides x86-64 and AArch64 variants, and Docker
selects the matching image for the host.
A.3.4 Data sets The evaluation repository contains all trig-
ger and workload sources. The runs/ directory contains the
generated traces, replay records, reports, profiles, reproduc-
ers, and figures. The metadata records a SHA-256 hash for
each consumed artifact.
A.4 Installation
Pull the image, then open Bash in /artifacts. The evaluator
commands are in PATH.
export IMAGE=taugoust/focaccia-artifact

docker pull "$IMAGE"

mkdir -p runs

docker run --rm -it \

-v "$PWD/runs:/artifacts" "$IMAGE"

# Inside the container

evaluate-native --help

evaluate-emulator --help

plot-evaluation --help

The x86-64 image also includes the full-Curl native stage.
The AArch64 image includes the Box64, full-Curl QEMU, and
reproducer stages.
A.5 Experiment workflow
The commands mount runs/ at /artifacts in the container.

https://github.com/TUM-DSE/focaccia-eval
https://github.com/TUM-DSE/focaccia
https://github.com/TUM-DSE/emulator-bug-study
https://hub.docker.com/r/taugoust/focaccia-artifact
https://doi.org/10.5281/zenodo.23211000
https://github.com/TUM-DSE/focaccia-eval
https://github.com/TUM-DSE/focaccia
https://github.com/TUM-DSE/emulator-bug-study
https://github.com/TUM-DSE/emulator-bug-study
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Smoke test. Capture one oracle on each native host:
# x86-64 host

docker run --rm --privileged \

--security-opt seccomp=unconfined \

-v "$PWD/runs:/artifacts" \

"$IMAGE" \

evaluate

-native --output /artifacts/smoke --case 1372

# AArch64 host: use the same command with --case 2248

After both captures pass, consume each oracle on the op-
posite host:
# AArch64 host

docker run --rm -v "$PWD/runs:/artifacts" \

"$IMAGE" evaluate-qemu-1372 --input /artifacts/smoke

# x86-64 host: replace 1372 with 2248

Both commands should exit zero after detecting and local-
izing the expected mismatch.
Full evaluation. Run native collection once on each host,
with the same privileged Docker options used above:
docker run --rm --privileged \

--security-opt seccomp=unconfined \

-v "$PWD/runs:/artifacts" \

"$IMAGE" \

evaluate-native --output /artifacts/evaluation-001

Then run the full-Curl native command on x86-64.
docker run --rm --privileged \

--security-opt seccomp=unconfined \

-v "$PWD/runs:/artifacts" \

"$IMAGE" \

evaluate-native-curl-full \

--output /artifacts/evaluation-001

After bothnativephasesfinish, run the following command
once on each host:
docker run --rm -v "$PWD/runs:/artifacts" \

"$IMAGE" evaluate

-emulator --input /artifacts/evaluation-001

The command selects all stages for the host. If a stage fails,
the remaining independent stages continue and the aggregate
command exits nonzero. An interruption stops the command
immediately.
Generate the figures from either image. The reproducer-

size file is under evaluation-001/reproducers/x86_64-linux/.
docker run --rm -v "$PWD/runs:/artifacts" \

"$IMAGE" plot-evaluation \

--input /artifacts/evaluation-001 \

--reproducer-sizes /artifacts/evaluation-001/

reproducers/x86_64-linux/reproducer-sizes.json

A.6 Evaluation and expected results
For each emulator case, Focaccia writes a human-readable
validation.log and a structured validation.json report. A his-
torical bug case should identify the configured mismatch,
signal, or fault and localize it to the expected transition. A
passing evaluator status means that this expected error was
found, not that themistranslated executionwas accepted. The
evaluator fails on unexpected crashes, replay failures, and
incomplete traces.
Plotting writes five PDFs under evaluation-001/figures:

trigger overhead, full-Curl tracing, application overhead, re-
producer size, and the combined emulator bug study. The
plotting command generates the first four only when every
required measurement is present. The combined bug-study
plot uses the percentages reported in Fig. 2. The evaluator
does not rerun the bug-report classification; the underlying
data and analysis are available for inspection in the bug-study
repository.
A.7 Experiment customization
Select individual cases with the native or QEMU case com-
mands. Use –iterations N for repeated measurements. The
aggregate emulator command accepts only an input directory
and an iteration count.
A.8 Methodology
Submission, reviewing, and badging methodology:

• ACM artifact review and badging policy
• cTuning artifact-evaluation methodology

https://www.acm.org/publications/policies/artifact-review-and-badging-current
https://cTuning.org/ae
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